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Figure 1: Research Design approach. Structure of the qualitative study conducted in 2024 (N = 45). Participants were categorised
into three groups: policy makers (Phase 1, one-day workshop in Month 1, n=6), policy promoters (Phase 2, one-day workshop in
Month 2, n=11), and policy implementers(Phase 3, four workshops conducted within 1 Month, n=12 companies, 28 participants).
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Small and medium-sized enterprises (SMEs) are facing growing

cybersecurity threats amidst limited resources and regulatory com-

plexity. This complexity stems from diverse stakeholders in the

regulatory process, including policymakers, industry associations,
and companies that must implement the regulations. Misalignments
between these different stakeholders can further compound the
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complexity. Against this backdrop, we investigate the cybersecu-
rity mental models held by three stakeholder groups in Denmark’s
defence sector and how these mental models might influence reg-
ulatory processes. Using a qualitative approach combining focus
groups with 6 policymakers, 11 policy promoters (industry associa-
tions), and 12 policy implementers (SMEs), we reveal key misalign-
ments in perceptions of risk, threats, cyber readiness, and policy
interpretation. Our findings further show that SMEs often treat
cybersecurity as a compliance task, while policymakers assume
strategic readiness. Based on our results, we suggest recommen-
dations for aligning governance frameworks with organisational
realities.

CCS Concepts

« Security and privacy — Social aspects of security and pri-
vacy; Economics of security and privacy;  Human-centered com-
puting — Empirical studies in HCI; « Applied computing —
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1 Introduction

Cybersecurity poses significant challenges for organisations of all
sizes [70, 93, 111]. Digital transformation introduces new vulner-
abilities, while increasing global interconnectedness renders sup-
ply chain attacks, including cybersecurity and geopolitical issues,
more prevalent and disruptive [3, 38, 79, 107, 130]. Recent supply
chain breaches have created global impacts. The SolarWinds breach
(2020) [32, 98], the Kaseya attack (2021) [32], the XZ open-source
project compromise (2024) [32, 112] and the OpenJS Foundation
social engineering takeover attempts (2024) [38, 47] all substanti-
ate how supply chain vulnerabilities can cascade across intercon-
nected systems. Although extensive research exists on cybersecu-
rity, most studies focus on large corporations, with less attention
to SMEs [51]. However, prior research shows that SMEs are fre-
quently exploited as entry points by cybercriminals targeting larger
organisations [32, 95] or by cybercriminals targeting SMEs [6, 32].
Furthermore, SMEs face distinct challenges as essential supply chain
components that typically operate with limited resources [6, 7, 37].
In Denmark, SMEs constitute approximately 99% of businesses [19,
114], and many play vital roles in the defence supply chain. Nonethe-
less, their cybersecurity practices often lack consistency [33, 34, 40].
Recent findings indicate that 40% of Danish SMEs do not fully meet
their security risk profiles, with outdated security documentation
revealing significant gaps between their cybersecurity awareness
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and actual implementation [27]. Denmark faces a “very high cyber
threat” as digitisation has elevated cyber threats from minor issues
to matters of national security [20, 55]. At the time of Jensen’s
study [55], the defence sector was tasked with coordinating Den-
mark’s cyber strategy across 13 ministries. Nevertheless, individual
sectors have “excellent insight into their own operations, but lim-
ited outlook of cross-sector interdependencies” [55], creating a
governance gap that weakens national resilience. With significant
critical infrastructure held by private entities, the state cannot out-
source responsibility for security even when operational tasks are
delegated [28]. This requires the defence sector to develop effective
mechanisms for coordinating resilience across public and private
boundaries.

The Danish defence ecosystem presents a unique socio-technical
environment characterised by high institutional trust, tight inter-
dependent supplier networks, and a perception of “being too small
to be targeted.” This high-trust context provides an informative
contrast to extensively studied low-trust environments such as the
United States [77, 78]. Moreover, the defence sector calls for partic-
ular research attention due to its dual role as both a beneficiary of
geopolitical tensions in Northern Europe and a potential source of
systemic risk transmission to interconnected industries. The sector
faces structural vulnerabilities [45], including rising operational
costs, regulatory sanctions exposure, and supply-chain fragilities
that become more pronounced in adverse situations [46]. It is essen-
tial for policymakers, companies, and investors to understand how
the defence sector responds to various risk scenarios, as it often
acts as an early indicator of the broader propagation of geopoliti-
cal risks to energy, cybersecurity, and critical infrastructure [60].
Given Danish defence companies’ increasing operational and tech-
nological convergence with cybersecurity [2] and their reliance
on global supply chains, exploring stakeholders’ mental models
remains under-explored.

Mental models—individuals’ internal representations of how
systems work—influence cybersecurity behaviours and decision-
making [18, 126]. Early qualitative work established the impor-
tance of users’ mental representations, though it primarily pro-
vided descriptive insights [4, 18]. Subsequent experimental studies
examined whether familiar metaphors from medicine, crime, and
physical security could enhance security reasoning, yet these inter-
ventions showed limited effectiveness [14]. Building on this foun-
dation, Wash introduced a systematic taxonomy categorising eight
“folk models” that shape users’ threat perceptions [126]. Recent
research has revealed persistent misalignments between expert and
non-expert mental models [16, 54, 88, 127, 128], suggesting ongoing
discrepancies in risk perceptions and security practices that may
explain gaps between security advice and actual user behaviours.
Additional studies have explored mental models in specific contexts,
including risk communication, security warnings [4, 15, 101, 102],
and organisational security attitudes [96].

Research on mental models in organisational cybersecurity, par-
ticularly in multi-stakeholder environments like defence supply
chains, is limited. A key gap is the understanding of potential mis-
alignments among the main stakeholders influencing SME cyberse-
curity: policymakers, who set national strategy; policy promoters,
such as industry associations that provide guidance; and policy
implementers, who apply these policies within SMEs.
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To explore this gap, we conducted a qualitative study on the
mental models of these three groups in Denmark’s defence supply
chain. Through focus group discussions, we explored how these
stakeholders view their responsibilities, threats, risks, and chal-
lenges related to cybersecurity and supply chains. We address the
following research questions:

RQ1: How do policymakers (PM), policy promoters (PP), and pol-
icy implementers (PI) perceive Denmark’s current cyberse-
curity posture regarding national standards, strategies, and
initiatives?

RQ2: How do these stakeholders evaluate Denmark’s cybersecu-
rity preparedness relative to international benchmarks?

RQ3: What are the views of these stakeholders on the policy im-
plementers (PI) readiness for emerging global cybersecurity
threats?

Our findings reveal key disconnects: policymakers prioritise regula-
tory strategies and national defence, while SMEs focus on survival
and customer relationships. Policy promoters struggle to bridge
the gap between high-level concepts and practical realities, leading
to inconsistent adoption and misunderstandings of responsibilities.
Notably, even effective policies may falter when stakeholders lack
a shared understanding of cybersecurity in their specific contexts.
While prior research on mental models emphasised usability and
individual user behaviours, we show that eliciting mental mod-
els can uncover misalignments between governance and company
levels that influence cybersecurity readiness. This can also guide
the development of future cybersecurity awareness and training
programs. This paper contributes:

C1: We provide a novel empirical mapping of cybersecurity prac-
tices and perceptions among Danish SMEs in the defence
sector. We are the first to compare mental models across
stakeholders (PM, PP, & PI) to identify themes and gaps that
hinder effective policy translation.

C2: We outline issues that user-centred cybersecurity inventions,
such as interactive awareness measures, need to consider
which stakeholder group they are targeted at. To that end,
we suggest targeted cybersecurity awareness measures to
help address policy communication and mental model gaps.

We help PIs in identifying the capabilities needed to mitigate vul-
nerabilities and enhance company awareness and preparedness.
Our study represents the first effort to map the mental models of
three distinct stakeholders in cybersecurity. Our contribution is not
merely identifying these issues but also highlighting how stakehold-
ers’ mental models differ in high-trust cultural contexts—a factor
largely overlooked in existing literature focused on low-trust envi-
ronments like the USA [77, 78]. In a similar vein, our contributions
align with the HCI community’s interest in how people collaborate,
coordinate, and build shared meaning in complex security envi-
ronments. Our work informs how interventions that shape users’
interactions with cybersecurity technologies should be designed.

2 BACKGROUND

In this section, we situate our study with these four intersecting
themes: (1) cybersecurity challenges in SMEs, (2) supply chain
and supply chain resilience, (3) gaps in stakeholder awareness and
governance, and (4) the role of mental models in cybersecurity.
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2.1 Cybersecurity Challenges in SMEs

There are different definitions of SMEs across countries. For ex-
ample UK [25], USA [12, 81], Canada [41]) and organizations (e.g.,
the OECD [86, 87] and WTO [131-133]). We will apply the EU’s
definition of SMEs (i.e., <250 staff) for this study. For the detailed
definitions, refer to Appendix A.1. Regardless of their definitions,
SMEs are essential contributors to national economic development
and growth. SMEs are recognised as key drivers of both national
and regional development in many countries. Research consistently
emphasises their importance in achieving crucial socio-economic
goals, such as job creation, increased output, export promotion, and
support for entrepreneurship. [8, 39, 58, 131, 133].

In Denmark, the country where we conducted our research,
SMEs account for 99% of businesses [19, 30, 114], contribute 60.8%
value added and 64.1% of employment [30]. Danish SMEs are also
described as the nation’s “growth locomotive” by Dansk Industri
[23]. Despite their economic significance, SMEs face growing cyber-
security threats [3, 111, 130]. Also, studies indicate that SMEs often
underestimate their value to cybercriminals [105, 120]. They pos-
sess substantial data that makes them attractive, vulnerable targets.
Some of their key challenges include limited resources, a lack of
specialised expertise, and awareness gaps, which often result in cy-
bersecurity being managed by non-specialists [6, 7, 37, 66, 89, 118].
Cybersecurity breaches cause multidimensional harm to SMEs,
including financial losses, reputational damage, operational disrup-
tion, and psychological impacts [43, 80, 92]. Attackers often exploit
SMEs as entry points to larger organisations and supply chains [37].

Danish SMEs are plagued by inconsistent cybersecurity practices.
40% operate below adequate security levels [27]. Only 76% adhere
to basic practices such as updates and backups [27]. Also, 74% of
management express involvement in cybersecurity initiatives and
70% are willing to enhance security practices [33]. The behavioural
and organisational aspects of SME cybersecurity present additional
complexity. Stentoft et al. conducted a survey of 248 individuals
from Danish SMEs and found that there is still a gap between aware-
ness of cybersecurity and action to address it [116]. Highlighting
the ongoing research issue regarding the gap between cybersecurity
awareness and its practical implementation, it indicates that raising
awareness alone is not enough to drive behavioural change [6].
Firewalls, encryption, and detection tools are still very important,
but they don’t always solve the behavioural, organisational, and
interpretive problems that come with implementing cybersecurity.

2.2 Supply Chain and Supply Chain Resilience

Recent crises like COVID-19 [115] and the war in Ukraine [10, 107]
have exposed how fragile global supply chains can be, with disrup-
tions spreading quickly across sectors [21, 35, 52]. Digitalisation
and technologies such as IoT and cloud computing have increased
these risks by expanding the threat surface and blurring IT and
operational boundaries [67]. As a result, cybersecurity is now cen-
tral to supply chain resilience. While prior work has advanced our
understanding of cyber supply chain risk and resilience, several
gaps remain unresolved.

First, much of the literature is fragmented across domains, with
technical studies focusing on detection and prevention [5, 91] and
organisational work emphasising governance and policy [13, 123].
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Few frameworks adequately integrate these perspectives to account
for the sociotechnical nature of supply chain resilience, where
technologies, people, and institutions interact in complex ways.

Second, despite calls for improved visibility and coordination [22,
44], empirical evidence on how firms, particularly SMEs, achieve
this in practice remains limited. SMEs are both vital to supply chains
and disproportionately vulnerable due to resource and awareness
constraints [6, 7]. Yet, most resilience models assume the capacity
of large organizations.

Third, emerging paradigms such as Zero Trust architectures [134]
and blockchain-enabled traceability [68] show promise and have
been extensively explored in the supply chain. Yet, research to date
has largely focused on technical feasibility rather than the organ-
isational, regulatory, and multi-stakeholder conditions necessary
for successful adoption. Similarly, the sustainability perspective
integrating resilience with social and environmental responsibility,
remains at the margins [106].

Beyond technical defences, research stresses the human and
organisational dimensions of resilience. Bada and Nurse [6] high-
light persistent awareness and training gaps among SMEs, while
Manganaro [71] frames supply chain security as a people problem,
with everyday employees as the first line of defence. Simon and
Omar [113] show that attackers exploit uncoordinated investments
across firms, underscoring the importance of collective governance
and alignment. This insight echoes Melnyk et al. [75, 76], who argue
that cybersecurity should be reframed as a supply chain issue rather
than a siloed IT function. There is limited attention to the human
dimensions of resilience: how perceptions, misaligned incentives,
and cultural practices shape investments and behaviours across
networks [71, 113]. This misalignment leads to underinvestment
and fragmented defences, even as attackers exploit these systemic
weaknesses.

2.3 Multi-stakeholders Gaps in Cybersecurity

Cybersecurity involves multiple stakeholder groups, each with
distinct responsibilities and perspectives. This multi-stakeholder
nature creates complex coordination challenges that extend far
beyond technical implementation to encompass organisational, pol-
icy, and cognitive dimensions. The effectiveness of cybersecurity
governance depends not only on individual stakeholder capabilities
but critically on the alignment and coordination among diverse
actors within the broader ecosystem. Research shows that strategic
cybersecurity policies developed at national or organizational levels
often fail to translate effectively into operational practices at im-
plementation levels [57]. This translation gap reflects fundamental
differences in how various stakeholders conceptualize cybersecu-
rity risks, interpret their responsibilities, and prioritize appropriate
responses [103]. policymakers may emphasize national resilience
and geopolitical positioning, while SMEs focus primarily on busi-
ness continuity and regulatory compliance [103]. These different
framings can lead to policies that appear comprehensive at the
strategic level but prove unworkable in operational contexts [90].
Despite growing recognition of these multi-stakeholder coordina-
tion challenges and their importance for cybersecurity outcomes,
empirical research comparing how different stakeholder groups
actually understand their roles, responsibilities, and relationships
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remains surprisingly limited, particularly in critical infrastructure
sectors where public-private coordination is both essential and
complex.

In this paper, we use the term “stakeholders” to refer to the three
different participant groups central to our research: policymak-
ers (PM), policy promoters (PP) and policy implementers (PI). Our
focus is on the extent to which these groups’ mental models of
cybersecurity align or misalign. policymakers (PMs (comprising
top officials from national security and the Ministry of Foreign Af-
fairs) align cybersecurity initiatives with organisational objectives.
They must balance considerations such as long-term risk, regula-
tory compliance, and organisational reputation. Policy Promoters
(PPs) (industry-level experts, including officials from business as-
sociations from the defence sector) contribute specialized expertise
and typically rely on established frameworks, standards, and as-
sessments, including the NIST Cybersecurity Framework (NIST,
2018) [83] and NIS2 [31], to guide structured approaches to risk
assessment and mitigation. Policy Implementers (PIs) in our
research are SMEs who put these policies into practice.

2.4 Mental Models in Cybersecurity

Security failures often stem from misalignments between system
design, expert recommendations, and user understandings. Cogni-
tive science explains these through the concept of mental models:
an internal representation people construct to reason about com-
plex domains [56]. Camp [17, 18] first applied this framework to
computer security, showing that users rely on familiar analogies
(crime, medical infections, markets, and physical security) to un-
derstand cybersecurity, creating gaps between expert intentions
and user perceptions.

Empirical research confirmed these misalignments. Asgharpour
and Camp [4] demonstrated that experts and non-experts categorise
threats differently. Wash [126] identified eight “folk models” of
malware and hackers that, while often inaccurate, are internally
coherent and shape user decisions. Bravo-Lillo et al. [15] found
novices misunderstand browser warnings while experts dismiss
them. Stobert et al. [117] observed clinicians bypassing security for
patient care, while Wolf et al. [128] documented misconceptions
in biometric authentication. Studies by Rader and Wash [100] and
Das et al. [24] showed that stories and social influence transmit
security lessons more effectively than formal training. Research on
security advice reveals persistent gaps between expert and non-
expert practices. Ion et al. [54] found experts favour updates, two-
factor authentication, and password managers, while non-experts
rely on antivirus and frequent password changes. Ortloff et al.’s [88]
ten-year follow-up showed progress in 2FA adoption but continued
resistance to password managers. Zou et al. [135] revealed that
inconvenient practices are often abandoned, while Sasse [109] noted
that coercive approaches rarely succeed.

Users act rationally within their mental models and contexts.
While some gaps have narrowed (e.g., 2FA adoption), others per-
sist (e.g., password manager uptake). However, to the best of our
knowledge, no studies have examined differences in mental mod-
els among stakeholder types in areas such as national security,
regulatory ecosystems [37], sector associations, and companies.
SMEs must balance compliance with operational realities, yet little
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is known about how policymakers, policy promoters, and policy
implementers conceptualise terms such as “zero trust” and “re-
silience” [32, 38, 83, 134]. Without aligned communication, policy
directives may fail if implementers view cybersecurity as external
or optional rather than strategic and necessary.

This study fills that gap by examining how three types of groups:
(1) policymakers, (2) policy promoters (such as industry associa-
tions), and (3) policy implementers (like SMEs) perceive cybersecu-
rity. There has been considerable study on governance, compliance,
and technological readiness; however, there is a lack of research
on comparing and mapping cybersecurity mental models across
different levels of stakeholders in security-sensitive areas such as
the defence sector and supply chains. While understanding individ-
ual mental models provides crucial insights, addressing systemic
cybersecurity challenges requires examining how these models
align or diverge across different stakeholder groups. In complex
policy environments where multiple organisations must coordinate
their security efforts, misaligned mental models can undermine
even technically sound security frameworks.

3 METHODOLOGY

We conducted a qualitative study to elicit the mental models of pol-
icymakers (PMs), Policy promoters (PPs), and Policy Implementors
(PIs), specifically SMEs.

3.1 Study Design and Procedure by Levels

For our study, we conducted focus group discussions [64, 65] with
participants from each of the three levels, i.e., PMs, PPs, and PIs,
as workshops in 2024. For each focus group discussion, we had
dedicated semi-structured guides (the full guides are available in
Appendix A.2, Appendix A.3, and Appendix A.4). All sessions were
conducted in English and facilitated by the same researcher to en-
sure consistency. At the beginning of each session, participants
filled out an informed consent form (see Appendix A.5). Then
the actual focus group discussion began and was recorded, and
the recordings were stored in encrypted form. In each discussion
we asked participants to share their perceptions on the following
themes: (1) understanding the current cybersecurity posture and
practices, (2) threats, vulnerabilities, and preparedness, (3) training,
awareness, and communications, (4) challenges, approaches, and
risk assessments, (5) resources, regulations, initiatives, and feed-
back, and (6) supply chain risks. Sessions lasted between 75 and
125 minutes (detailed in table 1).

3.2 Participants Demographics and Sampling

In total, 45 participants were recruited: 6 policymakers, 11 policy
promoters, and 28 representatives from 12 SMEs (3-4 representa-
tives per company). See table 2 for an overview of the participant
demographics. In the following, we briefly outline the recruitment
procedure and the participant sample for each level.

Policymakers Level. We recruited 6 participants (4 men, 2 women)
as PMs, who were senior officials from national security institutions
and the Ministry of Foreign Affairs. PMs were recruited through
the research team’s professional networks. No financial incentives
were provided.
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Policy Promoters Level. We recruited 11 participants (9 men, 2
women) as PPs, who were industry association experts representing
the defence sector. PPs were also recruited through the research
team’s professional networks. No financial incentives were pro-
vided.

Policy Implementers Level. PIs were recruited from a public com-
pany register of Danish SMEs. Companies were first screened to
identify those meeting our criteria: (1) small-to-medium enterprise
status, (2) operations in the defence sector and (3) with SME par-
ticipants proficient in English. Qualifying companies were then
contacted via email with follow-up calls to recruit participants. The
PI group consisted of 23 men and 5 women, representing 12 SMEs,
selected from across all Danish regions. It was optional to speak
Danish, though no company chose to use it.

3.3 DPositionality

Our team comprises researchers specialising in cybersecurity, sup-
ply chains, and geopolitics. Two of the researchers are actively en-
gaged with Danish SMEs in supply chain-related activities. Three
researchers in the team are actively engaged in geopolitics-related
activities with government entities. Two researchers are actively en-
gaged in cybersecurity-related activities with national stakeholders.
The team possesses considerable proficiency in qualitative analy-
sis. We acknowledge that our origins influenced the study design.
We upheld reflexivity throughout the process [36]. Our objective
was not to engage in detached observation but to achieve an in-
clusive, contextual understanding of stakeholder experiences in
cybersecurity governance [99].

3.4 Data Analysis

All discussions were audio-recorded and later transcribed. Applying
a mixture of inductive coding [121], one researcher open-coded the
transcript to identify emerging themes. PI participants were also
given response sheets during the discussions to jot down and sum-
marise their thoughts and responses to the questions we asked. We
collected these response sheets after the discussions and included
them alongside the transcripts in the analysis.

The coding process was performed in three phases. Firstly, we
inductively coded all transcripts using in vivo coding, using the
participants’ own words as codes. This led to 592 initial open codes.
Then, we used axial coding to explore relationships between codes,
resulting in a reorganisation of the codes into 23 thematic cat-
egories. Finally, we developed three overarching themes for the
categories [108].

To ensure analytical rigour and transparency in our single-coder
analysis, we employed multiple strategies. First, we kept a detailed
audit trail documenting all analytical decisions, including initial
code development, code refinements, and theme emergence. Second,
preliminary themes and interpretations were iteratively discussed
with two senior researchers familiar with qualitative security re-
search, who reviewed the codebook, coding examples, and emerging
themes, providing critical feedback that strengthened our analy-
sis. Regular discussions among the whole research team validated
our interpretations and minimised bias. This combination of trans-
parency strategies addresses concerns about single-coder bias while
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Table 1: Stakeholder Level Research Design Summary

Stakeholder level No of Sessions Length of session No of Questions
policymakers 1-day workshop 87 minutes 17
Policy Promoters 1-day workshop 125 minutes 17
Policy Implementers (12 companies) 4 workshops in 1-month 75 minutes 16

Table 2: Participant Demographics Summary

Stakeholder by Levels Gender  Total
policymakers 2W/4M 6
Policy Promoters 3W/8M 11

Policy Implementers (12 companies / SMEs) 5W /23M 28

preserving the interpretive depth characteristic of qualitative in-
quiry.

To maintain anonymity while allowing immediate contextualisa-
tion of the quotes in our analysis, we use the following participant
identifiers: policymakers (PM.A-PM.F, 6 participants), policy pro-
moters (PP.A-PP.K, 11 participants), and policy implementers (PL.A-
PLL, 12 companies). We aggregate PI perspectives at the company
level and consider responses from transcripts of focus group dis-
cussions (quotes marked with the participant attribution, e.g., PL.A).
In the presentation of the results of our analysis in the remainder
of the paper, we mark quotes taken from the response sheets with
the suffix “RS” in the participant attribution (quotes marked with
the suffix “RS” in the participant attribution, e.g., PLA-RS).

3.5 Ethics and Data Handling

This study was approved by our institutional ethics board at the
University of Southern Denmark in accordance with GDPR require-
ments. Participants signed the informed consent (see appendix A.5)
and confirmed they were 18 years of age or older. All names and
identifiers were removed; pseudonyms were used in transcripts.
Audio recordings were encrypted and deleted after transcription.
We manually checked automated transcriptions for any remaining
personal information.

4 RESULTS

Our study of 45 participants across three stakeholder levels iden-
tifies common concerns and notable differences in cybersecurity
perceptions within Denmark’s defence sector. We organise results
along three research questions: perceptions and current posture
(RQ1), preparedness relative to international benchmarks (RQ2),
and global emerging threats (RQ3).

4.1 RQ1: Perceptions and Current Posture in
Denmark

4.1.1  Perception of Cost vs. Investment. A dominant divide emerged
in how stakeholders perceive cybersecurity. PPs and PIs charac-
terise it primarily as a financial burden, while PMs view it as a
strategic investment. PP.H explained: “our members, small busi-
nesses, view this as a financial cost, most of them, because it doesn’t

generate any value to their bottom line [...] it’s not a necessity for
their customers. So [...] they have a lot of awareness. They know this
is important, but they do not invest in it because it doesn’t generate
any value to their business.” Most PIs perceive cybersecurity as a
financial burden driven by regulatory compliance or cyber insur-
ance requirements. PLB noted: “We have a cybersecurity insurance
and we are able to keep that up. And every day they do a require-
ment review where we actually have to comply to the new standards.”
Yet, two PMs took balanced stances, seeing cybersecurity as both
cost and investment. PM.F stated: “It’s both a cost, but it’s also an
investment for them.” Some PMs indicated that compliance-driven
implementations could “enable business opportunities,” suggesting
regulatory requirements may act as catalysts for re-framing secu-
rity measures. The relationship between organisational size and
cybersecurity perception emerged as significant, with defence sec-
tor PIs representing an interesting exception—several PPs indicated
these organisations could meet high standards when motivated
by sector requirements, suggesting sector-specific pressure may
override general SME resource constraints.

4.1.2 The Herring Effect: Low Awareness and Training. Denmark’s
cybersecurity posture shows growing awareness alongside per-
sistent challenges. PMs and PPs agree that PIs recognise cyber
threats but adopt reactive rather than proactive stances, relying on
collective anonymity rather than individual defence mechanisms.
PP.J metaphorically described: “the smaller companies are aware
of the cybersecurity threat [...] they are actually more like working
like a school of herrings. Just so that they are not to be the ones
attacked by the shark.” This reactive stance seems to stem from
multiple barriers: resource limitations, awareness gaps, and diffi-
culties navigating complex regulatory frameworks. PIs reinforced
these challenges, with PLD-RS listing: “Resources and prioritization,
expertise & responsibility, in sourcing or on-site consultants.” Despite
various awareness initiatives, substantial knowledge gaps remain.
PM.D characterised general cybersecurity knowledge in Denmark
as “way too low;” while PPs noted an awareness paradox—extensive
resources exist, that said, “overload of options” may paradoxically
inhibit engagement, suggesting information abundance without
effective guidance functions as a barrier rather than an enabler.
Regarding formal training programs, only three participating PIs
(PL.A, PLI, PLL) have implemented them. Most PIs (PLB to PLH, PL]
to PLK) confirmed having no formal awareness training structures,
relying instead on informal communications during meetings and
lunches. PLD-RS wrote: “Raise awareness: verbal communication on
phishing attempts. No training.” Some PIs believed their small size
made informal communication sufficient. PLF explained: “we’re only
seven people. We’re not 300 people [...] we’re not LEGO [...] we’re a
small organisation.” When asked about colleague awareness levels,
only PI.A reported high cybersecurity awareness; others indicated
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colleagues ranged from low awareness to not taking cybersecurity
seriously.

4.1.3  Resource Constraint and Capability Gaps. A striking contrast
emerged in stakeholder characterisations: PPs and PIs provided
extensive accounts of insufficient resources to implement com-
prehensive cybersecurity measures, while PM commentary was
notably sparse—only two participants briefly acknowledged PI in-
sufficient preparedness, suggesting divergent concern levels across
stakeholder groups. The skill shortage appeared particularly acute.
PM.D noted: “we lack skilled cybersecurity programmers and practi-
tioners.” PP.E reinforced: ‘T'll make a bit harsh statement and say we
simply do not have skilled people, enough skilled people in Denmark.”
This shortage extends beyond technical expertise to encompass
legal, business, and strategic cybersecurity knowledge. PP.B sum-
marised: “you need people from different backgrounds actually [...]
ones who are thinking from the law perspective [...] from the business
perspective and those who are thinking from the technical perspective.”
Only PIB confirmed having a dedicated IT team in-house. Most
PIs outsource cybersecurity to external companies or rely on a
single computer-savvy person, often the CEO. P1.C-RS wrote: “IT
and hardware is not in-house.” PLI explained consequences: “The
biggest challenge is the absence of structured cybersecurity governance.
Employees have too much freedom to install software, increasing po-
tential risks.” Education gaps arose as a contributing factor, with
PPs agreeing on misalignments between academic programs and
industry requirements. PP.E stated: “Very few people understand the
standards and how to implement them [...] these things need to be
baked into education.” Despite challenges, PPs provide “knowledge
support for SMEs”, including “helping SMEs with standards” and
“guides for risk management,” translating complex requirements
into actionable steps.

4.1.4 Perceived Threats.

Threat Perception Gaps. A concerning pattern emerged around
threat visibility and perception. PMs and PPs characterised PIs as
possessing surface-level awareness, failing to grasp the full extent
of the threat landscape. PIs underestimate themselves as targets or
stepping stones to larger corporations and underestimate threat
levels. PMLF noted: “Most of them actually don’t consider it a big
threat before it happens,” suggesting a reactive rather than a proac-
tive threat posture. PMs suggested cybersecurity threats connect
with other threats, requiring an integrated rather than an isolated
conceptualisation.

Threat Actor Landscape. Relative consensus emerged regarding
threat actors. PMs and PPs agree that all companies face risks from
both state and non-state actors, though PMs and PPs consistently
identified “non-state actors as the main threat,” primarily through
ransomware and opportunistic attacks. PI analyses focused predom-
inantly on non-state actor threats. However, PMs and PPs reported
that state actors also target PIs. PM.B explained: “There’s also the
risk [...] mainly state actors who would look into their products, try
to steal their technologies, but also try maybe to implement switches,
kill switches [...] so that they can shut off their systems.”

Table 3 summarises primary threats identified based on fre-
quency: phishing (concern for all participants), malicious and non-
malicious insider threats (PMs worried about malign actors; PPs
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and PIs focused on insecure behavioural components), ransomware,
hacking, malware, physical access to hardware (PI concern only),
and third-party threats (all participants, with PMs emphasizing ven-
dor lock-in, PPs focusing on supply chain visibility). Additionally,
four primary weaknesses emerged from focus group discussions,
ranked by frequency: regulatory complexities and governance gaps;
human factors; technological dependencies and legacy system weak-
nesses; and geographical weaknesses.

Regulatory Complexities and Governance Gaps. The regulatory
environment poses particular challenges for PIs. Regulatory com-
plexity functions as vulnerability through compliance confusion.
The complexity of “navigating NIS2 compliance” and the broader
“regulatory burden” suggest that frameworks intended to enhance
security may paradoxically undermine it by overwhelming PI re-
sponse capacity. Only three PIs have a NIS2 implementation (PLA,
PLB, P1.G). Three PIs were implementing ISO 27001 (PLL, PL.B) or
9001 (PLH). PLK described: “NIS2 and ISO 27001 is a demand in
many tenders. The standards are heavy for PIs. The risk is that a
consultant fills in the blanks and doesn’t get any wiser.” PLB added:
“based on NIS2 requirement, we used plus 500 hours just to understand
what it is [...] and used a lot of money on implementing new things.”
PPs present detailed perspectives, reflecting difficulties PIs face in
understanding and applying cybersecurity guidelines. Governance
gaps compound these challenges. The unclear role of SAMSIK (Dan-
ish Centre for Cybersecurity) leaves stakeholders uncertain about
coordination points and responsibilities. While centralization of
incident reporting emerged as strength, PM.E noted: “when you
have incidents you have everything at the Center for Cybersecurity
[...] one institution having focus on all incidents,” but PM.B argued:
“There’s very much information going into them but not something
coming out [...] very difficult to get in contact [...] very reluctant to
come back with information.” PP.E questioned: “What are their role
and responsibilities? That is still not clear since 2011.” No PI men-
tioned SAMSIK when asked about challenges or guidance sources,
underscoring the need for communicating SAMSIK’s role and scope
to PIs. A reluctance to share vulnerability information emerged as a
pattern among PMs and PPs, who cited the “fear of sanctions” from
government entities, creating disincentives to transparent report-
ing. This fear creates an imbalance in information, as policymakers
lack access to comprehensive information about real-world security
challenges.

More broadly, PMs and PPs identified a lack of a comprehen-
sive ecosystem strategy, leaving initiatives operating without clear
integration. The assessment that Denmark had an “immature cyber-
security ecosystem” suggests foundational structures remain un-
derdeveloped. Communication failures characterised the landscape:
“confusion or lack of awareness about the cybersecurity strategy”
indicated that even when policies existed, dissemination and inter-
nalisation remained problematic. PPs and PMs assessed the Danish
national cybersecurity strategy (2022-2024) as having fundamental
implementation deficits, describing it as too theoretical and not-
ing that deployment has not occurred despite existing frameworks.
This gap manifested in sectoral fragmentation, varying municipal
practices, resource-limited public agencies, and overwhelmed Pls.
Multiple PMs and PPs suggested strategies become obsolete before
implementation, strongly favouring shorter cycles (1 year versus
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Table 3: Primary Cybersecurity Threats Identified by Participants

Threat Type

Key Concerns

Representative Quotes

Phishing

This was a key concern for all
participants. Even PMs experi-
enced phishing.

“..we are the most targeted institution in Denmark...where
they get all these kinds of emails with wrong spelling,
they should delete them and so on..”-PM.A

Malicious and non-malicious in-
sider threats

While all participants share this
concern, their specific focus var-
ied. PM primarily worried about
malign actors, while PP and
PI focused on the insecure be-
havioural component.

‘The biggest risk comes from internal ignorance rather
than intentional harm. While we do not believe we are
being directly targeted, the risk of being randomly affected
by an attack remains high’-PL.G

Ransomware

Hacking

This was a concern for all par-
ticipants.

This was a concern for all partic-
ipants. PMs and PPs highlighted
hacking in general. PIs main
fear is being hacked one day.

T think we have a case last week with a company who
had all of their data captured by a ransomware attack
here in Denmark.’-PM.B

T think the main threat is definitely hacking, getting into
their systems.-PM.F It’s probably that we get hacked. So
we can’t access our systems.’~PLF

Malware

This was a concern for all partic-
ipants. PMs and PPs highlighted
malware in general. PIs’ con-
cerns ranged from customers,
suppliers, to external actors, for
example, malware in files from
customers and suppliers

‘the sleeping malware’~PLE

Physical access to hardware

This was a key concern for PIs
only.

‘Physical access to hardware. (For e.g., access to lab, lock
screens, access to office)’~P1.D

Third-party threat

For all participants, this was a
key concern. PMs emphasised
vendor lock-in, while PPs fo-
cused on supply chain visibil-
ity, e.g., Microsoft. PIs concerns
ranged from suppliers to cus-

T think from my perspective, it would be now a supply
chain network. So if one of our suppliers were attacked,
how that actually compromised our ability to deliver prod-
ucts’-PLB. ‘Supply chain risks are also significant, sub-
contractors with access to our systems could introduce
vulnerabilities.”-PLG

tomers

typical 3-5 years) because cyber threats evolve rapidly. PP.C stated:
“done beats perfect.” The fast pace of disruptive technologies like Al
and quantum computing compounds this challenge.

Human Factors. Human factors emerged as critical vulnerabil-
ities often overshadowed by technological concerns. Beyond the
skilled professional shortage, PIs described insufficient training and
awareness programs and “low general awareness” leaving even
well-intentioned users poorly equipped to recognize and respond
to threats. Behavioural vulnerabilities appear rooted in organisa-
tional incentive structures. PPs described “productivity-security
tension, noting cybersecurity strategies vs incentives (productivity)
often conflict” PP.B illustrated how productivity pressures override
security protocols: “we spend resources defending confidential data,
then you have something like ChatGPT come along with people just
uploading all the data willingly because it helps them solve problems
and the incentives of work.” This tension reflects broader patterns
where organizations exhibit “overemphasis on cost” discouraging

security investments lacking clear ROI Educational gaps extend
beyond workforce training to fundamental deficits in the education
system. PMs and PPs described inadequate focus on “diversity in cy-
bersecurity skills” and “fragmentation in cybersecurity education,”
which are undermining comprehensive workforce development.
Danish cultural characteristics emerged as potentially double-edged
factors. Multiple participants from PP characterized Denmark as
trust-based and open posture society,” facilitating collaboration but
creating security vulnerabilities. PP.D stated the “culture was too
much trusting,” potentially leading to insufficient scepticism regard-
ing insider threats or social engineering. PPs noted that “the public
sector failing” to set an example undermined the development of
a security culture. PP.A highlighted varied security levels: “secu-
rity levels vary, with some public agencies maintaining high security
and others falling behind.” This inconsistency introduces additional
risks when working across sectors. PP.E expressed: “We must make
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cybersecurity not just technical but diverse, integrating it across dif-
ferent areas of education and work environments.” Additionally, PP.D
stated: “there’s too much trust and willingness to look at the insider
from a cultural perspective,” leaving organisations vulnerable to
insider threats. Many organisations overlook risks posed by em-
ployees unintentionally compromising sensitive data. PLH shared:
“We have a lot of unspoken trust in our workforce.” Reliance on age-
ing leadership with limited cybersecurity knowledge compounds
issues. PM.B noted: “board members tend to be older white males
[...] who might not be well-versed in technologies and have maybe
a rudimentary understanding of cybersecurity threats.” Pls also re-
ported organisational issues, including poor security leadership.
PLD noted: “Most people are aware, but it’s not a priority.”

Technological Dependencies and Legacy System Weaknesses. A
concerning pattern emerged around cybersecurity positioning in
technological and legacy systems. PPs characterised “cybersecurity
as an afterthought in development,” suggesting that security consid-
erations are retrofitted rather than built in, creating vulnerabilities
that are addressed only after system operation. There is growing
concern about adopting new trends. PP.B mentioned: “We some-
times blindly follow new trends, like Al without considering the risks,”
exposing organisations to unforeseen vulnerabilities in haste to
stay current. The technological monoculture risk was pronounced.
PPs and PMs described an “over-reliance on specific technologies,”
specifically identifying “Microsoft technologies” as potential single
points of failure. One participant noted “monoculture risk” observ-
ing that “heavy dependence on certain widely-used technologies”
could result in “widespread and severe consequences” if compro-
mised. Legacy system integration posed particular challenges. PPs
described how “integration of old and new tech poses vulnera-
bilities,” with “some systems having 20 to 30 years” operational
lifespans while “IT infrastructure operated on 5 year” refresh cy-
cles. This temporal misalignment created “different shearing layers
of technology” complicating security maintenance. PP.E remarked:
“now it’s the civilian market that is way ahead,” terming it the “expo-
nential shift,” widening the gap in adoption and security measures.
Emerging technologies also raised concerns, with all stakeholders
mentioning “quantum technology threats” and “Al” risks, suggest-
ing disruptive technologies might outpace defensive capabilities.

Geographical Weaknesses. Denmark’s international positioning
creates specific vulnerabilities. PMs and PPs noted Denmark’s
“forward-leaning Ukraine posture changes threat dynamics,” poten-
tially increasing Denmark’s profile as a target. Geographic disper-
sion creates particular concern. The Kingdom of Denmark includes
the Faroe Islands and Greenland. PMs and PPs observed increased
cybersecurity risks in Denmark’s remote areas, driven by fragile
infrastructure and heightened geopolitical interest in the Arctic.
Risk of foreign interference in Greenland and the Faroe Islands
appeared especially pronounced, with concerns about the potential
to “interfere in elections” PM.B explained that Greenland’s status
outside EU cybersecurity frameworks creates significant potential
for “foreign interference” due to coordination gaps. PP.D stated:
“The infrastructure in Greenland and the Faroe Islands is incredibly
fragile,” complicating SME security efforts. While geographical
weakness navigation was prominent in PM and PP groups, PIs did
not mention this issue.
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Participants characterized overall cybersecurity posture through
varied lenses: “confusing,” “scary,” “messy,” and dependent on per-
spective. PP.C summarised SME posture: ‘T would say in short that

- o »
it’s confusing, insecure and messy.

4.2 RQ2: Preparedness Relative to International
Benchmarks

Focus group discussions revealed three key dimensions: perceived
preparedness, international benchmarks, and NATO’s impact on
Danish Pls.

4.2.1 Perceived Preparedness. Responses varied significantly across
participant groups. PMs generally reported adequate organisational
readiness, whereas PPs and PIs predominantly reported insufficient
preparedness. Preparedness levels appeared low, with PPs and PMs
noting companies’ “lack of contingency plans” and that they are
“definitely not equipped” for cyber incidents. However, two PMs
optimistically “observed Denmark is getting better,” suggesting
gradual improvement despite concerning baselines. PMs and PPs
offered nuanced assessments of Denmark’s international stand-
ing. PP.B indicated “Denmark ranked about 35th” in cybersecurity,
though multiple participants emphasised that it depends on “what
other nations you are comparing to.” Some characterized “Denmark
as advanced compared to many others” while noting it might lag
behind leading nations.

The digitalisation factor appeared crucial to preparedness as-
sessments. PP.G noted: “Denmark is a frontrunner in being a digi-
tal society.” Participants suggested “Denmark as a digital society
makes cybersecurity harder” because “high digitalisation increases
fragility” by creating more attack surfaces. PM.C admitted: “Den-
mark is highly digitised, but that makes us more vulnerable.” This led
some PPs and PMs to characterise comparisons with less-digitalised
nations as an unfair comparison.” Specific comparisons emerged
with Nordic and European peers. Regarding Norway, participants
indicated “Norway is still working on NIS1,” suggesting Denmark
was further along in implementation. One participant summarised:
“Denmark is not far behind others”, while noting “we’re doing quite
well” in specific areas like the banking sector and cybersecurity.
Interestingly, PMs noted interest from “international delegations”
in certain Danish approaches, particularly digital “E-gov,” suggest-
ing some aspects attracted positive international attention. Despite
middling overall rankings, PMs identified specific domains of ex-
cellence. The “banking sector is very advanced” in cybersecurity,
suggesting sectoral rather than universal capabilities.

PIs showed the most diversity in responses, ranging from compre-
hensive preparedness to minimal preparation. Only PLA reported
being prepared: “We are prepared. Different backups, awareness, and
security systems. And we have NIS2.” However, PLF stated: “Not
very prepared, but we have a back-up of the system every 15 minute.
And we have a cyber insurance.” The defence sector faced particu-
lar R&D challenges. Multiple PPs emphasised the defence sector’s
“lack of investment in R&D” undermines technological capability
development. One participant noted “technological capability is
key for defence,” nevertheless, current investment levels appeared
insufficient to maintain a competitive advantage.

Response tools exist but face utilisation challenges. PPs and
PMs mentioned a “developed warning system” and “various tools
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that can help” PIs respond to incidents. Denmark has “SAMSIK”
as “single point of entry for all cyber incident response” covering
both “military and civilian side,” suggesting structural response
capability. However, limitations emerged: “[SAMSIK] is quite a
small setup,” which constrains its capacity. Moreover, while “an
established hotline” existed to support PIs, PMs noted “nobody
calls them,” suggesting awareness gaps or concerns about using
government resources. Various “initiatives targeting SMEs” existed,
though PPs hinted at a need to find a “sweet spot for SMEs” that
balances security objectives with resource realities. Notably, PMs
and PPs indicated PIs could achieve high security standards when
properly motivated. The observation that “SMEs within the defence
sector meet high standards” when “driven by sector requirements”
suggests the challenge may be less about absolute incapacity and
more about prioritisation and motivation.

4.2.2  International Frameworks: NIS2 & NIST CSF 2.0 Divergence.
Our findings suggest complex relationships between international
frameworks and Danish defence sector practices.

A key finding centred on NIS2’s scope: while “NIS2 does not
apply to defence” is not explicit, its supply chain provisions and
customer demand create indirect obligations. PM and PP partici-
pants noted “our customers need to be NIS2 compliant,” effectively
requiring defence PIs to implement NIS2 measures regardless of
formal applicability. PIs must ensure that both infrastructure and
products meet NIS2 standards, creating a “two-sided” compliance
requirement. PPs suggested this dual requirement adds considerable
complexity. PP.E described “understanding NIS2 for infrastructure
and product sides” as potentially confusing, particularly among
“small companies unsure about NIS2 relevance.”

The primary driver for NIS2 compliance appeared to be “demand
from customers and regulations” rather than intrinsic security mo-
tivations, suggesting market pressures function as more potent
compliance drivers than regulatory mandates for organisations out-
side the directive’s direct scope. PPs expressed generally positive
views of NIST, with PP.E characterising it as a “kind of holy grail
of many standards” However, NIST’s origins create challenges for
European organisations. PMs and PPs noted “divergence between
European and international frameworks” that “creates issues for
companies operating on both sides of the Atlantic” This transat-
lantic regulatory divergence has proved particularly problematic
for defence contractors engaged in NATO-related work, where
compliance with both European and American standards may be
required. PMs and PPs identified a clear issue with ‘increased coop-
eration between the US” to harmonise or coordinate requirements.
In contrast, PIs did not mention these specific challenges but did
express overwhelming burdens in implementing them. PIs focused
on compliance with either one or both standards, including NIS2
and ISO certifications (9001, 27001). PLL stated: “Priority no. 1 [is]
ISO 27001”

4.2.3  Impact of NATO Membership on Danish Pls. NATO member-
ship creates both advantages and complications for Danish PIs. On
the positive side, PMs characterized it as “huge advantage to be
a NATO member,” primarily due to market access: “membership
created NATO business opportunities” enabling Danish companies
to “cooperate on developing common strategies” and “access a big
market to sell it” Several PMs noted NATO engagement facilitated
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knowledge transfer, with Denmark “Learning from NATO activities”
and gaining Influence through NATO on quantum technologies”
and other emerging domains. PP.E stated: “We learn a lot by partic-
ipating in many NATO activities, for example, NIAG studies or IST
panels [...] we look into how quantum [...] will look like for the future
[...] goes into NATO as a recommendation.” However, NATO mem-
bership also introduced complexity through the aforementioned
divergence in standards and the previously outlined geopolitical
factors, such as Denmark’s stance on Ukraine.

4.3 RQ3: Emerging Global Threats

Supply chain security emerged as threat. PMs and PPs described
“dependence on a small number of IT providers” creating “central-
ization of risk,” particularly in public sector’s heavy “reliance on a
small group of IT providers.” This concentration creates systemic
vulnerability where compromise of a single provider could cascade
across multiple dependent organisations. Another important aspect
that the PM and PP groups raised was the over-reliance on foreign
technology providers. PM.C highlighted dependence on foreign
providers, particularly in critical infrastructure sectors: “we don’t
have any Danish solutions, we are dependent a lot on other countries
to deliver solutions to some of the most vulnerable parts of our society.”
This concentration of risk was emphasized by PP.A: “we are rely-
ing too much on our Microsoft partner; if they get hit, we all suffer.”
Divergent perspectives emerged only in the PM group regarding
solutions to this dependency. While some participants advocated
for increased domestic capacity, others supported international
collaboration.

PM.B mentioned: “We don’t need Danish companies to deliver
all solutions. We need European or transatlantic companies.” PMs
appeared divided on whether Denmark should invest in developing
a domestic cybersecurity industry. One perspective emphasised
the “lack of Danish cybersecurity companies” as problematic, ad-
vocating for an industrial policy to build indigenous capabilities.
An alternative perspective questioned whether Denmark’s small
market could support a full-spectrum cybersecurity industry, in-
stead advocating for “an opportunity for Danish niche players”
focused on areas of distinctive competence. More broadly, partici-
pants identified “supply chain risks in cybersecurity” and suggested
“insufficient focus on securing the supply chain,” particularly among
smaller companies in supply chains that lack the resources for ro-
bust security. This challenge was notably absent from PI discus-
sions.

4.4 Additional Insights: Cross-Sector
Collaboration

Our exploration of cross-sector collaboration revealed a paradoxical
landscape: while PMs and PPs acknowledged these collaborations’
importance and cited specific successful examples, they simulta-
neously characterised overall collaboration levels as insufficient.
PM.B remarked: “We have a high degree of consultation in policy
making in Denmark [...] that serves everybody’s best interests.” How-
ever, multiple PMs and PPs characterized collaboration levels as
inadequate, describing “low level of collaboration,” “insufficient
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public-private collaboration,” and “limited cross-sector communica-
tion.” Participants described isolated, episodic collaborations rather
than systematic partnership structures.

PMs and PPs described “institutional fragmentation in the public
sector” and “fragmented cybersecurity efforts” undermining coher-
ent action. The challenge of “difficult to figure out what are the
different roles” suggests ambiguity about responsibilities and coor-
dination mechanisms. Bureaucratic processes further complicate
collaboration. PMs and PPs noted “challenges with bureaucratic
processes” that might slow or discourage partnership formation,
particularly for PIs less equipped to navigate administrative com-
plexity.

Several participants referenced the “triple helix” model, which
describes collaboration among academia, industry, and government.
PM.B commented: ‘T think we actually pride ourselves in having this
triple helix approach with the academia, government, and the busi-
nesses all working together” But they suggested implementation
remains incomplete. One noted “triple helix model requires under-
standing,” implying conceptual clarity about the model’s operation
may be lacking. The academic component appeared particularly
fragmented. PPs described “fragmentation in cybersecurity educa-
tion” and “lack of coordination between universities” resulting in
“overlapping efforts and gaps in critical areas” This educational frag-
mentation undermines workforce development and potentially lim-
its academia’s contribution. Success metrics also appeared unclear,
with PP.B noting “KPIs determine success of collaboration,” but with-
out evident consensus on appropriate indicators. All PMs and PPs
noted that while there is a willingness to collaborate, communica-
tion breakdowns and bureaucratic complexities limit effectiveness.
PIs particularly struggle to engage with existing initiatives due to
time and resource constraints. PPs emerged as important facilitators
of collaboration and knowledge intermediaries. Various funding
and support initiatives were noted. However, PMs and PPs indicated
that these “initiatives are not well-coordinated” and “they’re not
communicated very well,” suggesting that fragmentation extends
even to support mechanisms intended to address it. The governance
of these initiatives appeared unclear. Despite overall concerns, PMs
and PPs acknowledged specific Danish advantages for collaboration.
Several characterised Denmark as “having very good collaboration”
in specific project contexts and described the ecosystem as “broad
and connected.” The assessment that collaboration is “easier for
small countries” suggests Denmark’s size might facilitate network
formation.

5 DISCUSSION

In this paper, we investigated mental models across three stake-
holder groups (policymakers, policy promoters, policy implementers)
regarding Denmark’s cybersecurity posture. Our analysis revealed

misalignments that explain persistent gaps between policy intent

and security outcomes in defence supply chains dominated by

SMEs.
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5.1 RQ1: How do policymakers (PM), policy
promoters (PP), and policy implementers
(PI) perceive Denmark’s current
cybersecurity posture?

5.1.1 Cost vs. Investment. The Gap: PMs view cybersecurity as
a strategic investment while PPs and PIs frame it primarily as a
compliance obligation.

PIs’ insurance-heavy approach may be economically rational
given their constraints [119]. Research on optimal cybersecurity
resource allocation shows that when vulnerability remains low,
relying primarily on insurance with minimal upfront investment
is mathematically optimal [74]. However, our data reveals a crit-
ical gap: while optimisation models prescribe dynamic, periodic
reassessment, SMEs treat insurance as static protection without
the continuous adaptation required for cost-effectiveness [74]. This
creates what researchers term optimisation without adaptation”-
adopting economically sound strategies but failing to maintain the
conditions under which they remain optimal [74]. Furthermore,
another gap emerged: cyber insurance might create a false sense of
security for PIs. Despite literature on cyber insurance benefits [129],
potential adverse effects of cyber insurance adoption remain un-
derstudied and merit further investigation [1].

The prevalent cost-oriented framing of cybersecurity among
SMEs contradicts a growing body of evidence that security invest-
ments can generate positive returns through enhanced customer
trust [73], regulatory compliance enabling market access [11], re-
duced breach-related costs [48, 53], and competitive advantages,
including cyber-resistance capabilities, innovation protection, and
product differentiation [63]. However, as Beautement et al. [9] note,
these benefits often manifest indirectly and over extended time-
frames, making them difficult for resource-constrained SMEs to
perceive and prioritise.

Practical Implications:

o Re-frame security as business enabler. Our findings that de-
fence sector PIs achieved high security standards when mo-
tivated by sector requirements suggest demonstrating sub-
stantial business value can overcome resource constraints.
For PMs and PPs: (1) communicate investment rationale in fi-
nancial terms that stakeholders understand, (2) develop case
studies demonstrating how security investments enabled spe-
cific business opportunities (e.g., contracts requiring NIS2
compliance, entering markets with stringent security require-
ments like NATO).

o Incremental investment model. The “all or nothing” percep-
tion may particularly discourage PIs. For PMs: develop gradu-
ated security frameworks defining minimum viable security
(tier 1), enhanced security (tier 2), and advanced security
(tier 3), with clear articulation of business benefits at each
level and interim goals rather than overwhelming targets.
This approach, similar to accessibility ! and capability 2 ma-
turity models, provides interim goals rather than distant,
overwhelming targets.

https://www.w3.org/TR/maturity-model/ Accessibility Maturity Model

Zhttps://https://c2m2.doe.gov/
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The cost/investment framing disconnect explains why technically
sound policies fail - they assume a shared understanding of secu-
rity’s strategic value that empirically does not exist. By document-
ing this specific misalignment through stakeholder interviews and
connecting it to economic optimisation theory, we provide action-
able insight: cybersecurity awareness and education campaigns
must address SMEs’ cost-minimisation mental model.

5.1.2  The Herring Effect: Collective Risk Perception and Aware-
ness Paradox. The Gap: PMs and PPs recognise that cybersecurity
awareness and education in Denmark is low and needs improve-
ment. In contrast, PIs take a reactive stance, investing little in formal
training and relying instead on informal communication and “collec-
tive anonymity” rather than proactive security measures. Although
cyber threats are widely acknowledged, many still struggle to take
action [116]. This directly challenges the foundational assumption
in security awareness research that providing information drives
behaviour change. Our findings align with recent work on security
fatigue [122, 125] and choice overload [110], demonstrating that
the problem is not information scarcity but information overload
coupled with decision paralysis [29, 122]. This has critical impli-
cations for the design of security awareness interventions. Like
their international counterparts, Danish SMEs recognise the real-
ity of cyber risks but often wait to invest in security until after
a breach occurs. They cite concerns about costs, complex stan-
dards, and an unclear return on investment. These findings are not
unique to Danish SMEs. Welsh SMEs experience similar challenges,
facing limited awareness, difficulty affording protective measures,
and trouble finding skilled professionals, even with the support
of public programs [103]. Only 3 of 12 participating SMEs imple-
mented formal awareness programs despite widespread recognition
of threats. Most relied on informal lunch conversations and ad hoc
warnings. This isn’t ignorance - it’s a deliberate choice reflecting
resource constraints and organisational culture [6, 61, 62, 94, 104].
Participants explicitly stated their small size made informal commu-
nication “sufficient.” This reveals a gap between expert assumptions
about necessary security infrastructure (formal training programs,
documented procedures) and SME operational reality (trust-based,
informal, resource-constrained).
Practical Implications:

PP Design contextualised micro-learning modules (5-10 min-
utes) addressing specific organisational and comprehensive
training programs. Research on corporate training demon-
strates that micro-learning accommodates time constraints
while building capability incrementally. Modules should be:
immediately actionable, searchable by topic for just-in-time
access, and also delivered via mobile platforms [59].

PP Create peer learning networks leveraging the “advanced
SMEs” our participants identified. Design structured men-
torship programs in which successful SMEs share their ap-
proaches with peers. Research on communities of practice
shows practitioners learn more effectively from peers facing
similar challenges than from external experts.

PM Implement decision-support systems that filter and prioritise
from overwhelming options. Rather than comprehensive se-
curity guides, design tools provide contextually appropriate
recommendations based on organisation size, sector, and
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threat profile. The UK’s Cyber Essentials [82] offers prece-
dent: five focused controls that provide a baseline of security
without overwhelming organisations.

Our study findings led to the creation of a mapping tool
specifically designed for assessing vulnerabilities and capa-
bilities in small and medium-sized enterprises (SMEs). This
tool addresses the unique assessment challenges we iden-
tified by offering a user-friendly framework that enables
SMEs to systematically evaluate their cybersecurity readi-
ness without requiring extensive technical expertise.

P

—

This finding demonstrates how mental model elicitation reveals
implementation failures invisible to policymakers. PMs assume
awareness initiatives reach SMEs, but our PI interviews reveal a
disconnect: SMEs know resources exist but cannot navigate them
or lack time to engage.

5.1.3  Human Factors: Trust-Based Culture as Double-Edged Sword.
The Gap: PMs and PIs focus on technical or regulatory solutions.
At the same time, PPs see human behaviour and organisational
incentives as the real problem. Each stakeholder identifies different
root causes (systemic education gaps vs. productivity pressures
vs. workplace culture), revealing a disconnect in how they frame
and would address cybersecurity vulnerabilities. Danish SMEs prac-
tice what Kocksch and Jensen term “living with insecure IT” [61]
- not through ignorance but through deliberate choices balancing
security, productivity, and cultural norms. Ethnographic research
documents Danish workers sharing passwords to avoid repeatedly
washing greasy hands (prioritizing workflow efficiency), practising
“a little but not a lot” rule-breaking (maintaining flexibility), and re-
lying on Jantelov (cultural modesty norms) that prevent identifying
valuable IT assets as doing so would constitute “bragging [61].” This
reveals sophisticated informal security practices that formal policies
may fail to recognize or support. Furthermore, participants noted
that employees were uploading confidential data to “ChatGPT” be-
cause it helped them solve problems and address the “incentives of
work” This exemplifies the persistent “knowing is not the same as
doing” paradox - employees understand security requirements but
violate them when productivity pressures demand [104]. Research
demonstrates that this isn’t malicious intent but reflects conflicts
between security rules and the work-efficiency requirements that
time-critical tasks necessitate bypassing [104]. Recent research on
security culture [6, 61, 62, 94, 104] emphasises the importance of
aligning security measures with organisational values, but few stud-
ies examine how national culture shapes these dynamics. Pollini et
al’s empirical evidence from healthcare organisations reveals that a
strong cybersecurity culture in healthcare doesn’t always mean rule
compliance; work efficiency pressures lead to well-intentioned vio-
lations, such as password sharing for patient care or using personal
devices for work data [94].
Practical Design Implications: For All Stakeholders:

o Design security interventions leveraging rather than contra-
dicting trust-based culture. Rather than imposing external
controls, build cybersecurity communities where employees
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feel collective responsibility. Research on religious communi-
ties’ millennia of managing human fallibility suggests mov-
ing beyond rule-based compliance toward fostering belong-
ing through shared cybersecurity values that employees gen-
uinely commit to rather than merely obey [104]. Implemen-
tation: Regular storytelling about security successes, positive
messaging rather than fear appeals, and rituals that make
secure behaviours habitual through repeated, supported prac-
tice.

e Redesign security policies acknowledging “broken world
thinking.” Recognise that cybersecurity in resource-constrained
SMEs operates not through comprehensive fixes but through
situated improvisation and enduring partial insecurity. De-
sign policies that accommodate legacy technologies that
cannot be updated, workflows that require temporary rule-
breaking, and financial constraints that make “waiting things
out” more feasible than implementing complete overhauls.
This means accepting “good enough” security rather than as-
pirational visions, leaving organisations feeling perpetually
inadequate [61].

e Create contextual security guidance integrated into work-
flows. Rather than separate security training, embed security
prompts directly into the tools used for actual work. For the
ChatGPT example: Design prompts for uploading files that
ask, “Does this contain confidential data?” with one-click
alternatives (internal LLM, anonymisation tools). This re-
duces friction between productivity and security rather than
forcing binary choices.

This finding provides the strongest support for our contribution
that high-trust cultural contexts create distinct mental model dy-
namics compared to low-trust settings. By connecting our empirical
observations to ethnographic research on Danish workplace prac-
tices, we demonstrate how cultural context fundamentally shapes
what security interventions will succeed. We also draw on theory
related to values-based security communities to support our find-
ings. The practical implication - security design must be culturally
adapted - represents actionable insight for both researchers and
practitioners working in diverse cultural contexts.

5.1.4  Regulatory Complexity: Well-Intentioned Frameworks, Unin-
tended Consequences. The Gap: PMs acknowledged that PIs may be
overwhelmed by regulatory burdens, but there’s a disconnect: PMs
don’t fully understand the extent of this burden, while PPs are aware
of it but lack the ability to change regulatory frameworks in order to
help PIs. This suggests that PMs may underestimate how excessive
regulatory burden can actually undermine the security objectives
these regulations are meant to achieve. Regulatory compliance in-
terfaces represent critical points of interaction where policy meets
practice. Poor usability of compliance requirements creates what
researchers term “compliance theatre” organizations satisfy formal
requirements while neglecting substantive security [69, 97]. This
resonates with extensive research on regulatory burden and recent
works [84, 85] specifically on cybersecurity compliance challenges.
The design of compliance guidance, assessment tools, and reporting
interfaces directly affects whether regulations improve security or
merely create an administrative burden.
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Despite NIS2 not formally applying to many defence organisa-
tions, PIs reported spending “plus 500 hours just to understand what
it is” and hiring consultants to “fill in the blanks,” creating a finan-
cial burden without necessarily improving security understanding.
One PI described the risk: “consultant fills in the blanks and [SME]
doesn’t get any wiser” This reveals a critical implementation failure
- compliance activities occur, but learning and capability-building
do not. Also, as PP remarked, customer demand forces these com-
panies to implement the regulations. One issue that resonated with
participants across all three stakeholder groups was the lack of well-
defined roles and responsibilities for key national entities (such as
the Danish CFCS). This can hinder exchanges regarding incidents.

Practical Design Implications:

PM Design plain-language compliance guides following estab-
lished readability principles. Current guidance uses legal
and technical language inaccessible to SME audiences. Re-
design should include explanations of what must be done
(not just what is required), worked examples showing com-
pliant implementations in realistic scenarios, and decision
trees to help organisations determine the applicability of
requirements. The UK Financial Conduct Authority® offers
useful precedent for embedding plain language principles
into regulatory frameworks.

PM Create subsidised compliance assistance programs, recog-
nising that some SMEs lack the capacity to interpret re-
quirements regardless of guidance quality. Design includes:
free initial compliance assessments, voucher programs for
security consulting, “compliance workshops” where SMEs
receive expert guidance [6].

PM We recommend that the respective entities sharpen their
public profiles and establish (a) materials PPs can distribute
to members about the roles, responsibilities, and services
offered to PIs and (b) clear paths for communication in case
PIs encounter incidents and make sure that PIs know about
these paths.

PP Design compliance mapping tools showing relationships
between overlapping frameworks (NIS2, ISO 27001, NIST,
NATO). The tool should identify: controls that satisfy multi-
ple frameworks simultaneously, conflicts requiring divergent
implementations, and gaps where one framework requires
controls not addressed by others. This reduces perceived bur-
den by showing that compliance work has multi-framework
benefits.

This finding supports our contribution by showing how mental
model misalignment at the PM level (underestimating implemen-
tation burden) cascades into policy failures. By documenting spe-
cific implementation challenges and proposing design solutions
grounded in readability research and regulatory best practices, we
demonstrate how mental model elicitation enables evidence-based
policy refinement.

5.1.5 Perceived Threat. Threat Perception Gap: On the one hand,
PMs and PPs see a comprehensive, interconnected threat landscape
requiring proactive vigilance, and see PIs as underestimating both
the threat landscape and their own value as targets. On the other

Shttps://handbook fca.org.uk/latest-news/news- details/86215d4b- 1dfe- 4a8b-aagb-
5e88a937fe20 for more details, see the FCA’s approach.
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hand, PIs feel they are unlikely targets, suffer from “threat fatigue,”
in which everything becomes a threat, and take a reactive rather
than proactive stance, considering threats serious only after inci-
dents occur.

Threat Actors Landscape Gap: PIs predominantly focus only
on non-state actors (ransomware, opportunistic attacks), while
PMs and PPs recognise that both state actors (stealing technologies,
implementing kill switches) and non-state actors pose significant
threats to Pls.

Regarding technological dependencies and integration challenges,
previous research positions cybersecurity as a problem requir-
ing coordination across multiple tiers, where individual efforts
may fall short; collaborative decision-making and coordinated in-
vestments among partners can help avoid both under- and over-
investment [22, 113]. Our research extends these results by identi-
fying issues such as vendor lock-in, legacy system integration, and
swift adoption of Al, which contribute to complex, system-wide
vulnerabilities.

Practical Implication for SME-focused interventions:

(1) Sector-specific threat intelligence: The finding that threat
perceptions vary by sector suggests value in tailored threat
intelligence. For PPs: Develop sector-specific threat intel-
ligence briefings for SMEs. These should: focus on threats
actually observed in similar organisations (not theoretical
possibilities), provide concrete indicators of compromise that
SMEs can monitor, suggest proportionate controls appropri-
ate to the threat level, and be delivered via multiple channels
(email alerts, web portal, association newsletters, webinars)
to maximise reach.

(2) Risk prioritisation matrices (Risk assessment planning): To
help SMEs move from threat identification to prioritised
action, for PPs and Academics: Develop simple risk matri-
ces plotting threats by likelihood and impact. Also, tools
for mapping threats, risks, and vulnerabilities to their re-
spective capabilities. The matrix should: use plain language
descriptions of likelihood (“attacks of this type happen to
businesses like yours several times per year” rather than
statistical probabilities), describe impact in business terms
(“could force temporary closure” rather than technical con-
sequences), map available controls to specific risks enabling
direct action, and update quarterly to reflect evolving threat
landscape.

(3) Crisis prioritisation guides (Formal incident response plans):
PMs and PPs mentioned PIs lacking or having no formal
plans for crisis, and even well-prepared organisations may
struggle to prioritise actions during active incidents. For
PPs: Develop incident-specific response prioritisation guides.
For common threat types (ransomware, DDoS, data breach),
these would include: immediate actions (within the first
hour), short-term actions (within the first 24 hours), medium-
term recovery steps (within the first week), and criteria for
when to seek external assistance.

5.2 RQ2: International Preparedness - The
Digitalisation Paradox
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The Gap: PMs reported adequate organisational readiness while
PPs and PIs indicated insufficient preparedness. More fundamen-
tally, Denmark’s advanced digitalisation creates a paradox: high
digital maturity increases attack surfaces faster than security capa-
bilities can protect them.

Our findings suggest that digitalisation without proportional
security investment creates systemic vulnerability. This has im-
plications for designing digital services and assessing technology
adoption strategies. Denmark ranks approximately 35th globally in
cybersecurity, but this numerical positioning may obscure nuanced
realities. Participants characterised comparisons with less digitally
advanced nations as “unfair” because extensive digitalisation cre-
ates unique attack surfaces that less digitally advanced nations
do not face. This suggests cybersecurity rankings may confound
capability with exposure - highly digital countries appear weaker,
not from poor capability but from greater vulnerability surface.
Additionally, sectoral variation proved striking: the banking sec-
tor demonstrated advanced cybersecurity while the defence sector
lacked R&D investment. This indicates that Denmark possesses
technical capacity and expertise but lacks coordination mechanisms
to ensure consistent application across sectors.

Practical Design Implications:

PM Design strategic frameworks translating sectoral successes
across domains. Banking sector achievements could serve
as a model for minimum security standards in other criti-
cal sectors. Implementation requires accounting for varying
resource levels - graduated standards appropriate to organi-
sational capacity rather than uniform requirements.

PM Leverage Denmark’s small size advantage for coordination.
Small countries can achieve closer coordination and more
agile decision-making than larger nations. Design formalised
mechanisms facilitating knowledge sharing between advanced
and developing sectors through structured peer learning net-
works.

This finding supports our contribution by revealing how the level
of digitalisation fundamentally shapes the threat landscape in ways
that current preparedness assessments fail to capture. By document-
ing this digitalisation paradox and proposing design solutions for
cross-sector knowledge transfer, we provide actionable insight for
both national cybersecurity strategy and international benchmark-
ing methodologies.

5.3 RQ3: Emerging Threats - Supply Chain
Blind-spots

The Gap: PMs and PPs viewed supply chain security and foreign

technology dependence as critical threats, while PIs were notably

absent from these discussions, suggesting they do not share these

concerns or perceive relevance to their operations.

Supply chain security requires coordination across organisa-
tional boundaries, making it fundamentally a socio-technical chal-
lenge. Design of supplier assessment tools, risk communication
interfaces, and collaborative security mechanisms directly impacts
whether supply chain vulnerabilities can be identified and miti-
gated [76]. Furthermore, literature on supply chains highlights the
importance of visibility, a unified language or taxonomy, and coordi-
nated investments. In areas where domestic capabilities are lacking,
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policy measures can help by promoting diversified systems, creating
exit options, and ensuring transparency in contracts [22, 75, 123].

The supply chain threat perception gap reveals a hierarchical
gap in threat visibility: threats visible at the policy level remain in-
visible at the implementation level. This isn’t ignorance but reflects
different operational realities: PMs consider strategic vulnerabili-
ties across national infrastructure, while SMEs focus on immediate
operational threats. Neither perspective is wrong, but misalign-
ment means SMEs do not implement protective measures against
systemic threats they do not perceive as relevant [115].

This finding supports our contribution by documenting a specific
mental model gap (threat visibility) with direct security implications.
By proposing design solutions that enable SMEs to operationalise
supply chain security despite lacking strategic threat visibility, we
demonstrate how understanding mental model gaps enables tar-
geted interventions that bridge policy-implementation divides.

Practical Design Implications: For Policymakers: Regulatory
sandbox approach: To test new requirements before full implemen-
tation. A promising approach involves implementing regulatory
sandboxes, controlled environments where emerging technologies
like Al and machine learning can be tested under regulatory super-
vision, enabling both innovators and regulators to collaboratively
understand associated risks and compliance requirements. PMs
can establish regulatory sandboxes where volunteer organisations
test new requirements and provide feedback [72]. This approach,
pioneered in financial services regulation, enables regulators to
assess whether requirements are interpretable, implementable, and
effective before broad roll-out. Participating organisations might re-
ceive temporary immunity from enforcement while testing new ap-
proaches. Furthermore, establishing international working groups
to align Al-related cybersecurity standards could facilitate cross-
border cooperation and promote secure technological innovation
while maintaining necessary regulatory agility and security stan-
dards [72].

For Policy Implementers: Design supplier security assessment
frameworks involving cross-functional teams (procurement, IT,
operations) to evaluate vulnerabilities collaboratively. The frame-
work should be publicly available, proportionate to risk (more strin-
gent for higher-risk suppliers), and aligned with relevant standards
(ISO 27001, NIS2) to leverage existing supplier investments. Tool
development: Create risk prioritisation matrices that plot threats
by likelihood and impact, using plain-language descriptions and
business-term impacts rather than technical jargon.

For Policy Promoters: Design collective supply chain security
initiatives. Given that many SMEs use common suppliers, organise
pooled resources for supplier assessment (reducing individual bur-
den), collective negotiation with suppliers on security requirements
(achieving better terms through volume), and shared threat intelli-
gence about supplier compromises. This recognises supply chain
security as a collective action problem where individual efforts
prove insufficient.

5.4 Cross-Sector collaboration and support for
PIs

Our findings revealed that while Denmark has strong collabora-
tive traditions and successful isolated examples, there’s a systemic
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failure to move from episodic, project-based partnerships to coor-
dinated, sustainable structures, compounded by institutional frag-
mentation, unclear roles, poor communication of support initiatives,
and lack of agreed-upon success metrics that collectively prevent
effective cross-sector cybersecurity collaboration.

Across all participants, a persistent pattern emerged: reluctance
to share vulnerability information due to fear of sanctions. This
creates a problematic information imbalance where policymakers
lack access to complete information about real-world security chal-
lenges, undermining evidence-based policy development [42, 49].
Information sharing requires trust, and trust requires appropriate
socio-technical infrastructure. Design of protected disclosure mech-
anisms, anonymous reporting systems, and information sharing
platforms directly impacts whether information flows necessary
for collective security can occur [26, 50, 124]. Research reveals
counter-intuitive dynamics: when firms share security information,
each firm reduces its own security spending, even as the collective
security level increases. However, without appropriate incentive
mechanisms, firms face strong temptations to free-ride - benefiting
from others’ shared information while withholding their own. Our
findings empirically validate this theoretical prediction: stakehold-
ers recognised the value of information sharing but reported that it
doesn’t occur due to misaligned incentives [50].

Practical Design Implications:

PM Design protected disclosure frameworks with formal safe
harbour provisions. Specify: what types of disclosures are
protected (self-discovered vulnerabilities, near-miss incidents,
compliance challenges), what protection is provided (immu-
nity from enforcement, reduced penalties), and time limits
for disclosure to receive protection. Such frameworks exist in
aviation safety and healthcare domains and could be adapted
to cybersecurity. Critical design requirements: codified in
regulation (not informal policy), providing legal certainty,
well-publicised so organisations know it exists, consistently
applied, building confidence.

PM Establish Information Sharing and Analysis Centres (ISACs),
facilitating voluntary exchange of cybersecurity threat data.
Research shows that mandated information sharing increases
total social welfare but requires enforcement mechanisms
to prevent defection. Design should include sector-specific
nodes enabling tailored threat intelligence relevant to par-
ticular industries [50].

PM Research-practice translation service: To bridge the gap be-
tween research publication and practitioner adoption, for PPs
and academic research centres: establish dedicated transla-
tion services that convert academic research into practitioner-
accessible formats. This might include: plain-language sum-
maries of relevant research, webinars presenting research
findings to practitioner audiences, tool-kits and templates
operationalising research recommendations, and case stud-
ies showing research-backed approaches in practice. Such
services often prioritise accessibility over relevance; practi-
tioners cannot apply research they cannot understand.

PM Collaborative education programs: To address the skills short-
age while building connections, for academics and PPs: De-
velop collaborative education programs. These might include:
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executive education programs designed jointly by academics
and practitioners; micro-credentials in specific cybersecurity
topics that combine academic rigour with practical relevance;
capstone projects in which student teams solve real industry
problems; and apprenticeship models that combine academic
learning with practical experience.

This cross-cutting finding demonstrates how mental model elici-
tation reveals systemic governance failures. By documenting the
information-sharing dilemma, we illustrate its complexities. We
also propose design solutions grounded in game theory and regu-
latory precedent from other domains. Additionally, we show how
HCI design principles, such as trust and appropriate incentives,
apply to national cybersecurity governance challenges.

5.5 Contributions for the HCI community

Our findings advance HCI cybersecurity research in three ways:

o Cultural context matters: Most security design research orig-
inates in low-trust contexts (especially the US) [77, 78]. Our
findings demonstrate that trust-based cultures create funda-
mentally different dynamics, requiring culturally-adapted
interventions. This challenges the universal applicability of
existing security design principles and suggests the need for
comparative security culture research.

e Mental Model elicitation as design method: While prior men-
tal models research focused on individual users and usabil-
ity, we demonstrate how systematic elicitation across stake-
holder levels reveals governance-to-implementation gaps
that explain policy failures. This methodological contribu-
tion suggests mental model research should expand from in-
dividual cognition to organisational and inter-organisational
levels.

e Optimisation without adaptation: We identify a novel pat-
tern in which SMEs adopt economically sound strategies
(insurance-heavy approaches) but fail to maintain the dy-
namic adaptation needed for those strategies to remain op-
timal. This contributes to understanding security decision-
making under resource constraints and suggests the need
for easy-to-use decision-support tools enabling continuous
strategy reassessment.

5.6 Limitations

While we applied methodological rigour, we acknowledge certain
limitations in our study. The voluntary nature of participation may
have introduced some selection bias, potentially over-representing
individuals and organisations more engaged with cybersecurity
issues. Recruiting diverse participants, especially women, was chal-
lenging despite efforts at demographic balance. Furthermore, we
only included participants from Denmark in this study. Therefore,
our results cannot be assumed to generalise beyond this context and
replicating our methods in different cultural contexts, in particular,
a more gender-balanced sample and investigations in non-WEIRD
contexts, might prove very valuable future work. Additionally, de-
spite our English proficiency requirement, language barriers may
have subtly influenced the depth of expression for some participants.
Furthermore, our sample, while diverse in organisation affiliation,
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may not fully represent the breadth of perspectives across Den-
mark. While our defence sector focus enabled depth, it may limit
transferability to other contexts. Defence sector organisations face
distinctive pressures (national security imperatives, classification
requirements, NATO standards) that may not apply elsewhere.

5.7 Future Works

o Future research could explore how NIS2 requirements serve
as catalysts for enhanced cyber awareness, which would pro-
vide valuable insights for policy development and strategies
to promote organisational compliance. In addition, under-
standing how the EU’s NIS2 directive will affect Danish SMEs
requires investigation into rule-based NIS2 clash with Dan-
ish trust cultures, appropriate implementation models that
minimise cultural disruption, and monitoring mechanisms
respectful of Scandinavian egalitarianism. Research should
examine what support infrastructure Danish SMEs need to
comply with evolving regulatory requirements.

o Future research on employee training - Studies by Rader
and Wash [100] and Das et al. [24] showed that stories and
social influence transmit security lessons more effectively
than formal training. In addition, Renaud and Dupuis [104]
research proposes learning from an unexpected source: re-
ligious practices. Religions have millennia of experience in
understanding human nature and guiding behaviour despite
people’s tendency to err. Storytelling and scenario-based
training, which have been successful in religion, would be
promising in the cybersecurity context. This can be empiri-
cally tested in such high-trust societies.

o Future research should include: direct engagement with SME
decision-makers, particularly in micro-enterprises (<10 em-
ployees) that face the most severe resource constraints, lon-
gitudinal studies tracking how perspectives and practices
evolve over time, and cross-national comparative studies
examining whether our findings generalise beyond Danish
contexts.

6 Conclusion

This paper examines cybersecurity mental models across three
stakeholder groups in Denmark’s defence sector: policymakers, pol-
icy promoters, and policy implementers. Our findings reveal shared
concern for supply chain cybersecurity alongside key divergences in
how responsibilities, threats, and readiness are interpreted. While
all stakeholders recognised the urgency of cybersecurity, SMEs
faced significant implementation barriers that policymakers often
underestimated. Effective cybersecurity requires addressing these
structural and human challenges through implementable strategies,
regulatory frameworks that acknowledge differential organisational
capacity, trust-based information-sharing mechanisms, systematic
human capacity development, and explicit coordination structures.
Although our study focuses on Denmark’s defence sector, the chal-
lenges identified—implementation gaps, SME resource constraints,
human factors, regulatory complexity—resonate across nations. Our
contribution lies in demonstrating how mental-model elicitation
can inform socio-technical governance practices beyond end-user
interventions.
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A APPENDIX

A.1 Definitions of Small and Medium-Sized
Enterprises (SMEs)

EU Definition. This paper adopts the European Union’s offi-
cial definition of SMEs, as outlined in the EU Recommendation
2003/361/EC.* The classification is based on staff headcount, annual
turnover, and/or annual balance sheet total, see details in table 4.
Article 2 Staff headcount and financial ceilings determining enter-
prise categories 1. The category of micro, small, and medium-sized
enterprises (SMEs) is made up of enterprises that employ fewer
than 250 persons and that have an annual turnover not exceeding
EUR 50 million, and/or an annual balance sheet total not exceeding
EUR 43 million. 2. Within the SME category, a small enterprise is
defined as an enterprise which employs fewer than 50 persons and
whose annual turnover and/or annual balance sheet total does not
exceed EUR 10 million. 3. Within the SME category, a microenter-
prise is defined as an enterprise that employs fewer than 10 persons
and whose annual turnover and/or annual balance sheet total does
not exceed EUR 2 million. In addition to these financial thresholds,
enterprises must be autonomous or fall within specific ownership
limits as defined in the official EU guidelines.

UK BEIS Definition. Definition of an SME. The Companies Act
2006 defines a large company as one with a staff headcount of
over 250, or with annual turnover exceeding £36m or balance sheet

4https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32003H0361
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total exceeding £18m. However, in relation to its procurement ac-
tivities, the UK Government currently defines Small and Medium
Enterprises (SMEs) as set out in the table 5 below. SMEs make up
an essential component of the private sector business landscape.
According to the 2021 Business Population Estimates, there were
almost 5.6 million businesses in the UK at the start of 2021. SMEs ac-
counted for 99.9% of the total number. Importantly, SMEs employed
61% of the private sector workforce, totalling 16.3 million employ-
ees. They also accounted for 52% of UK plc’s turnover, equivalent
to £2,300 billion.

British Columbia SMEs Definition. Small and medium-sized enter-
prises (SMEs) are vital to British Columbia’s economy, generating
34% of provincial GDP and 30% of exports in 2023. However, these
businesses face growing challenges from expanding mandatory
disclosure requirements across federal, provincial, and municipal
levels. The total regulatory compliance cost for BC small businesses
in 2023, including disclosure requirements, was estimated at $8 bil-
lion, with smaller firms bearing significantly higher per-employee
costs. Definition. This publication defines a business based on the
number of paid employees. Therefore, enterprises without paid em-
ployees are not generally included in this publication. In this report,
an SME is defined as an enterprise with 1 to 499 paid employees.
More specifically:

e a small business has 1 to 99 paid employees;
o a medium-sized business has 100 to 499 paid employees; and
e alarge business has 500 or more paid employees.

A.2 Interview Guide Questions for
policymakers

Structure. 5 main questions with 2-4 sub questions for Q1 to Q4
and one main question for Q5.
Q1. What is your view on the overall state of cybersecurity in
Denmark?
Q1la. Who do you consider to be the main threats in this context?
Q1b. How effectively do you think Denmark is equipped to counter
these threats?
Q1lc. Do you view cybersecurity primarily as a cost or as an in-
vestment?
Q2. What are your thoughts on Denmark’s current national
cybersecurity strategy?

Q2a. How effective do you find this strategy
— The overall cybersecurity landscape
— Cybersecurity in the public sector
— Cybersecurity for private sector businesses, especially

SMEs

Q2b. Are there specific aspects that you think should have been
included or highlighted in the strategy?

Q2c. Considering the strategy covers a three-year period, do you
believe this time-frame is appropriate?

Q2d. What suggestions do you have for the development of the
next national cybersecurity strategy?

Q3. How applicable are the NIS2 and NIST CSF 2.0 frameworks
to Denmark’s cybersecurity needs?

Q3a. How does Denmark’s readiness to manage international
cybersecurity threats compare to other countries?
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Table 4: EU Definition of SMEs (Recommendation 2003/361/EC)

Enterprise Category Staff Headcount Annual Turnover Annual Balance Sheet Total

Micro <10
Small <50
Medium-sized < 250

< €2 million
< €10 million
< €43 million

< €2 million
< €10 million
< €50 million

Table 5: UK BEIS Definition of SMEs (Recommendation 2003/361/EC)

Size of Business Staff Headcount Annual Turnover Balance Sheet Total
Medium under 250 under £ 50m under £ 43m
Small under 50 under £ 10m under £ 50m
Micro under 10 under £ 2m under £ 2m

Q3b. What distinct challenges does Denmark encounter in its
cybersecurity initiatives?

Q3c. In what ways does being a member of NATO affect Den-
mark’s cybersecurity strategies?

Q3d. What are the major areas where Denmark’s cybersecurity
measures fall short compared to other nations?

Q4) What resources do you rely on to inform your policy-making
decisions?

Q4a. How dependable are these resources?
Q4b. What methods do you use to address discrepancies between
different sources?

Q5) Is there effective Collaboration between the Public Sector,
Businesses (especially SMEs), and Academic Institutions?

A.3 Interview Guide Questions for Policy
Promoters

Structure. 5 main questions with 1-4 sub questions for Q1 to Q5.
Q1. How do you evaluate the current Danish Cybersecurity
posture?

Q1la. What are the key cybersecurity threats you identified?

Q1b. To what extent are the defence sector equipped to defend
against these threats?

Q1lc. Do you view cybersecurity as a financial cost or a strategic
investment?

Q2. What is your perspective on Denmark’s national cybersecu-
rity strategy, and how does it impact the defence sector?

Q2a. How effective do you find Denmark’s national strategy for:
— 1. Influencing the overall industry landscape
— ii. The public sector’s influence on private-sector cyberse-

curity practices?

— iii. Impacting SMEs within the defence sector?

Q2b. Are there specific aspects of cybersecurity that you believe
should be emphasised or included in future strategy plans?

Q2c. What is your perspective on the strategic planning (national
cybersecurity strategy) time-frame? Should it be longer or
shorter?

Q3. How do you perceive the applicability and relevance of
international cybersecurity frameworks like NIS2 and NIST CSF
2.0 for the Danish defence sector?

Q3a. How does Denmark’s readiness for international cybersecu-
rity threats compare to other nations?

Q3b. What unique challenges are faced by Denmark?

Q3c. How does Denmark’s NATO membership impact the cyber-
security strategies of the defence sector?

Q3d. In your opinion, where does Denmark fall short of other
countries in terms of cybersecurity?

Q4. Evaluate the level of collaboration between the public sector,
private enterprises (especially SMEs), and research institutions.

Q4a. How can SMEs be supported in strengthening cybersecurity
practices, e.g., by industry associations or other actors?

Q5. To what extent do Denmark’s current policies effectively
support SMEs in strengthening their cybersecurity measures to
protect against cyber threats and attacks?

Q5a. What are the primary challenges or points of contention/friction
between policies and companies regarding cybersecurity reg-
ulations, and how can these issues be effectively addressed?

A.4 Interview Guide Questions for Policy
Implementers

Structure. We elicited their initial mental models in the morning
with 6 main themes with 2-3 questions under each theme. Then the
scenario exercises for treatment and finally the Post mental model
with 6 main themes with 1 - 3 questions under each theme.

A.4.1  Initial Mental Models - Participant Response Sheet.

1) Understanding the Current Cybersecurity Posture and Practices.

Q1la. According to your current understanding, what are your
organisation’s cybersecurity practices, and the role cyberse-
curity plays in daily operations within your organisation?

Q1b. What are the key cybersecurity practices currently imple-
mented, and what are your main concerns or priorities re-
lated to cybersecurity?

2) Threats, Vulnerabilities, and Preparedness.
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Q1la. What do you perceive as the most significant cybersecurity
threats to your organisation?

Q2b. How seriously do you think your colleagues take these cy-
bersecurity threats?

Q2c. In your opinion, how prepared do you feel your organisation
is to handle cybersecurity incidents?

3) Training, Awareness, and Communications.

Q3a. In what ways does your organisation train employees and
raise awareness about cybersecurity? In your opinion, how
effective do you feel these training and awareness efforts
are?

Q3b. How are these issues communicated within your organi-
sation? In your opinion, how effective do you feel these
communication efforts are?

Q3c. From your experiences, what do you feel is the level of cy-
bersecurity awareness among your peers?

4) Challenges, Approaches, and Risk Assessments.

Q4a. Aside from actual cybersecurity threats you face, what other
cybersecurity challenges does your SME face today, and how
do you address these challenges in your daily operations?

Q4b. How do you assess and prioritise the cybersecurity threats
and challenges and the resulting risks faced by your SME?
What factors influence your risk assessment process?

5) Resources, Regulations, Initiatives, and Feedback.

Q5a. Where do you currently search for information and guidance
on cybersecurity threats and challenges? How reliable do
you feel these sources are?

Q5b. Are you aware of any specific cybersecurity initiatives or
regulations that affect your organisation? How do these
influence your approach to cybersecurity?

Q5c. How have recent cybersecurity initiatives or regulations
affected your SME?

6) Supply Chain Risks.

Q6a. Does your organisation consider supplier-related cybersecu-
rity threats and challenges? If so, what is your organisation’s
approach to these considerations?

Q6b. Does your organisation consider customer-related cybersecu-
rity threats and challenges? If so, what is your organisation’s
approach to these considerations?

A.5 Informed Consent

Consent to participate in research and processing of personal data.
In connection with the University of Southern Denmark, we want
to collect your information. Our researchers are responsible for the
protection of sensitive data collected for the use in this research.
Participation in our project is voluntary. Data collection takes place
through focus group discussions, follow-up interviews, and partici-
pant observation. Discussions will be recorded and then transcribed
for qualitative analyses. As part of the transcription process, per-
sonal data will be removed from the transcripts to ensure that only
anonymised data will be analysed.

Purpose of processing information for the project. The purpose of
this research is to evaluate the cybersecurity policies and practices
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in Denmark, to understand the practices and challenges associated
with cybersecurity in Denmark. A secondary purpose is to develop
the use of scenarios as a method of foresight analysis for cyber-
security in Danish enterprises. The information being processed
is: The recordings of the focus groups/discussions and the follow-
up interviews for transcription. The transcriptions will then be
analysed using qualitative inductive coding. Notes generated from
participant observation will be used as a secondary data source to
confirm the context and interpretation of the transcripts.

How we use the information. The information is to be processed
in accordance with the General Data Protection Regulation (GDPR)
art. 6, (1)(a) and art. 9, (2)(a), which cover the rules of consent. The
research team will treat the information with confidentiality in
accordance with applicable law. We will keep the data secure so
that only some researchers taking part in the project, listed above,
will have access. The information will only be used for the purposes
of the project.

Deletion and storage of your data. We will delete or anonymise
the information when it is no longer relevant to keep. The tran-
scription process will always remove identifying information from
the transcripts. The anonymised information will be deleted, at
the latest, five years after the end of the project, and will therefore
be deleted on XX.XX.XXXX. You may withdraw your consent if
you wish to have your data deleted earlier before XX.XX.2030, af-
ter which it may no longer be possible to remove your data from
the dataset due to data deletion. Note that deletion of your data is
not possible after it has been anonymised after the transcription
process. Please note

e that you can always withdraw your consent earlier before
XX.XX.2030, after which it may no longer be possible to re-
move your data from the dataset due to data deletion, which
means the University of Southern Denmark is obligated to
delete the information we have collected about you,

o that you have the right to see the data we have about you,

o that you have the right to request the rectification or deletion
of data and

o that you have the right to appeal to the Danish Data Pro-
tection Agency about the processing of the information via
www.datatilsynet.dk.

You always have the option of withdrawing your consent by writing
to Peter Mayer.

Disclosure/other purposes. The collected data will only be shared
beyond the research team of this project in anonymised form. The
data will be stored in encrypted containers at all times after record-
ing until deletion.

Publication. There will be no publication of data in which you can
be personally identified. Your personal data is anonymised before
being included in the publication of the results of the research.
This means that it is not possible to retrieve your information in
any publications. Excerpts from the transcripts might be used in
publications, in which case attributions with will be made using
anonymous identifiers, e.g., Participant 1.

More information. If you have any questions about the research,
you can contact at any time either via email at mayer@imada.sdu.dk


https://mayer@imada.sdu.dk
https://www.datatilsynet.dk
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or via phone at +4565503531. If you wish to file a complaint about
the processing of personal data, you can contact the Danish Data
Protection Agency via the University of Southern Denmark.

Declaration of consent.

I understand that participation in the project is voluntary.

I have read and understand the informed consent.

I consent to participate in the research and the processing
of the data.

o T understand that the collected data will only be shared be-
yond the research team of this project in anonymised form.

Date Name Signature
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Table 6: Codebook for PolicyMakers

Theme Category Code Group Code
current posture | herring effect perspectives like working herring
SMEs perspectives

Cybersecurity as an after-thought

resource and skills constraint

perception vs reality in threat assessment

awareness and preparedness

awareness and training program

awareness and training

low awareness

regulatory complexity

bureaucratic barrier

overwhelming and confusing

cost vs. investment

cost

financial burden

investment

both cost and investment

shortage of skilled cybersecurity
professionals and education gaps

shortage of skilled cyber

professionals

lack of skilled cybersecurity professionals

capacity and role definition of CFCS

role of CFCS

Why?

capacity

roles to SMEs unclear?

perceived threats

types of threats

state and non-state threat actors

hacking

phishing

ransomware

malware

supply chain threats

technological and

legacy systems

integration

technology challenges

disruptive technologies like quantum and Al

over-reliance on specific technologies

Dependence on a Small Number of IT Providers

human factor weaknesses

human factors

(insecure) cultural and behavorial practices

cybersecurity education and skill shortage

low awareness

ageing leadership

geopolitical weaknesses

geopolitical

Ukraine and Russia war

fragile infrastructure and connectivity in Green-
land and the Faroe Islands

collaboration cross-sector collaboration public & private collabora- | Coordination and Communication Gaps
tions
triple helix approach
international NIS2 & NIST benchmarks Complexities
frameworks

divergence in International Standards

NATO applicability to PIs

Strategic geography and
NATO involvement

Vulnerabilities in been NATO member

Learning and Influence through NATO Mem-
bership

Not deep diving into NATO standards

Continued on next page
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Table 7: Codebook for Policy Promoters

Theme

Category

Code Group

Code

current posture

herring effect

perspectives

insecure, confusing & messy

startup perspectives

cluster perspectives

cybersecurity as an afterthought

resource and skills constraint

perception vs reality in threat assessment

awareness and preparedness

awareness and training program

awareness and training

low awareness

regulatory complexity

bureaucratic barrier

overwhelming and confusing

cost vs. investment

cost

financial burden

investment

both cost and investment

shortage of skilled cybersecurity
professionals and education gaps

shortage of skilled cyber
professionals

lack of skilled cybersecurity professionals

cybersecurity education

industry and academia misrequirements

capacity and role definition of CFCS

role of CFCS

Why?

capacity

roles to SMEs unclear?

perceived threats

types of threats

state and non-state threat actors

hacking

phishing

ransomware

malware

supply chain threats

technological and

legacy systems

integration

technology challenges

legacy systems

over-reliance on specific technologies

Dependence on a Small Number of IT Providers

human factor weaknesses

human factors

(insecure) cultural and behavorial practices

cybersecurity education and skill shortage

low awareness

ageing leadership

geopolitical weaknesses

geopolitical

Ukraine and Russia war

fragile infrastructure and connectivity in Green-
land and the Faroe Islands

collaboration cross-sector collaboration public & private collabora- | Insufficient public-private collaboration
tions
triple helix approach
international NIS2 & NIST benchmarks Complexities
frameworks

divergence in International Standards

limited applicability of NIS2 to defence

Continued on next page
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Table 8: Codebook for Policy Implementers

Theme

Category

Code Group

Code

current posture

herring effect

perspectives

awareness and preparedness
awareness and preparedness

awareness and training program

awareness and training

low awareness

high awareness

medium awareness

no awareness

lack of serious engagement from leadership

informal communication channel

formal communication channel

existing awareness and training programs

no training program

launching training program

highly prepared

moderately prepared

not prepared

regulatory complexity

bureaucratic barrier

overwhelming and confusing

NIS2

NIST

ISO 27001

ISO 9001

ESG

GDPR

cost vs. investment

cost

financial burden

compliance

cyber insurance

shortage of skilled cybersecurity
professionals and education gaps

shortage of skilled cyber
professionals

lack of skilled cybersecurity professionals

limited expertise

dedicated In-house IT team

outsourcing to external companies

perceived threats

types of threats

state and non-state threat actors

hacking

phishing

ransomware

malware

physical access

space of operation (constellation takeover)

We are a vendor to a part in war

mobile phones usage

Al

Machine Learning detection vulnerability

third party threats

current practices and preparedness

technology challenges

firewalls

Microsoft 365

2FA

NIS2

crisis management

backups

human factor weaknesses

human factors

(insecure) cultural and behavorial practices

human error

open posture

high trust in the workforce

poor leadership examples

collaboration

cross-sector collaboration

public & private collabora-
tions

time and resource constraint
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